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Safeguarding Briefing - 27th November 2017

Dear Colleague,

The 12 ways that Christmas shoppers can keep children and
data safe when buying smart toys and devices (ICO)

Have you finished your Christmas shopping yet? Planning to spend a couple of hours in
a Christmas Market or even on Amazon? This Christmas there will be more tech toys
than ever before, and many of them will use bluetooth or wifi to link to apps and the wider
internet. Some of these toys will have cameras and microphones recording the
environment and the child's play. The Information Commissioner recently published an

article looking at the risks of using smart toys and it is well-worth sharing it with parents.

https://iconewsblog.org.uk/2017/11/23/the-12-ways-that-christmas-shoppers-can-keep-

children-and-data-safe-when-buying-smart-toys-and-devices/

Safety alert: see how easy it is for almost anyone to hack your child’s
connected toys (Which?)

Which? Magazine have also surveyed many connected toys and found that, without

appropriate safety features, they can also pose a big risk to your child’s safety.

The Which video below shows just how easy it is for anyone to take over the voice
control of a popular connected toy, and speak directly to children. Which? found that it is

easy enough for almost anyone to do, not only skilled hackers.

https://www.which.co.uk/news/2017/11/safety-alert-see-how-easy-it-is-for-almost-
anyone-to-hack-your-childs-connected-toys/



